
 

IT regulations for employees 
 

VID Specialized University is obligated to secure and maintain confidentiality, integrity, and accessibility for all 
physical information and technical resources. When you are given access to these resources (information, 
applications and equipment), you assume responsibility for information- and data security. We all share a 
responsibility to protect confidentiality, integrity and access to the information we handle and maintain security 
of the technical equipment we use.   
 
Let security start with you: Let a proper security attitude be a part of your daily routines, whether you are at the office, 
away travelling or working at home.  
 
1.    Implemented Security measures must be adhered 

to. I have read and understand the regulations in this 
statement  

2. User name/User ID: I am responsible for my ID 
usage. The computer must be locked during brief 
absences. During longer absences, I must log off the 
system. The office must be locked when leaving.  

3. The password establishes me as the rightful owner 
of my user-ID. The password must be personal, and I 
must not reveal it to others or write it down (i.e. on a 
'Post-it' note) for others to see. When I am advised to 
change it, I must choose a password that is not 
easily interpreted by others (i.e. not my name, date of 
birth etc.). If others get access to my password, it 
must be changed immediately. If I suspect any 
misuse of my password, I must notify the IT 
manager. I am familiar with the password rules.   

4. Copying licensed software is illegal, unless explicitly 
stated otherwise in the University’s agreement with 
the supplier. 

5. Data must be stored in the network in compliance 
with current regulations: 
• VID’s storage areas are common areas with 

network discs with relevant accesses. Backup is 
taken of these data.  

•  Private data must be stored locally on your 
personal computer. 

• VID is not responsible for data which is stored on 
a local area (C) on your personal computer. 
Backup is not taken of these data.  

6. Securing data: Information that is owned and/or 
administered by VID, must be securely handled to 
prevent it from being misused. Portable storage 
media (such as USB-memory sticks, CD/DVD etc.) 
should normally not be used. If their use is required 
or needed for business purposes, the storage media 
must be technically secured and checked.  

7. Private use of VID’s IT equipment is only permitted 
on a limited basis and must always be approved by 
the IT manager. The use of VID’s IT equipment or 
software in private business activities, is not 
permitted.  

8. Access: VID has access to my e-mail account when 
this is required for business purposes. As far as 
possible, I will be notified and entitled to be present 
when my e-mail account is opened. If something 
unforeseen, (i.e. an accident) requires access to my 
e-mail account, the IT manager will handle this in 
cooperation with my immediate superior. Hence, you    
must gather your personal e-mails in a separate 
folder in your e-mail archive marked PRIVATE. This 
will make such operations easier and may prevent 
access to your private e-mails. E-mails and files 
which the employer understands or should 
understand are of a private character, remain 
protected in compliance with privacy protection rules.   

9.   Social media: The use of social media, such as 
Facebook, Twitter etc. is permitted in work-related 
settings. I am aware that my duty of confidentiality  
applies everywhere at all times, including social 
media platforms. I am aware of the parameters of my 
duty of confidentiality. 

  11. VID’s e-mail account: Sending an e-mail from your 
account, can be compared to sending a letter with VID’s 
letterhead. It is not permitted to distribute or forward 
spam, chain-letters etc. You may not perform any 
Internet registrations etc. with your VID e-mail address 
unless it is work-related. A certain amount of private e-
mails are permitted if they are marked as PRIVATE in 
the subject field. If you plan to be absent, you must 
create an Out of Office Autoresponder e-mail message. 
The e-mail account must not replace the case/archive 
system or storage areas. E-mails must not be stored 
longer than necessary and e-mails with attachments 
must be deleted as soon as the content is transferred to 
the case/archive system or storage area.  

12. Downloading new software from an unknown supplier 
and/or website, is forbidden without approval from the IT 
manager. It is forbidden to install or run a file sharing 
program on VIDs data equipment or personal equipment 
connected to the University network.  Searches and 
downloads must not be in violation of Norwegian Law, 
i.e. copyright regulations. For security reasons, all 
internet activity may be logged.   

13.  Sensitive, personal information, must not be sent by 
e-mail unless it is encrypted, neither should it be stored 
on the local file area (C).  

14.  Mapping system flaws: Employees must not initiate 
any mapping or testing of possible flaws in VID’s 
systems and/or network, or in any ways perform 
“hacking” towards internal or external systems. 

15. The use of a portable computer that does not belong 
to VID, must not be connected to the cable based 
internal network without permission from the IT 
manager. 

16.   The use of private equipment, such as iPad, 
Smartphone etc. connected to the University’s network 
(such as i.e. synchronization toward e-mail/Exchange) 
must be approved by the IT manager. The employee is 
responsible for keeping the unit securely updated at all 
times (antivirus, OS-updates etc.) I accept that VID has 
access to my private equipment if it is used in work-
related services. I accept that VID needs to protect 
internal business information by installing a “remote 
deletion program” on my equipment. If I lose one of my 
devices, I must immediately notify the IT manager who 
will execute program deletion, i.e. deleting all the local 
files on the device.  

17.  Control against hostile code: Cautiousness must be 
shown when opening e-mails from unknown senders, 
the use of chat-services, activation of links and 
attachments in unknown e-mails, websites etc. 
Everything that is received through USB-memory sticks, 
CD/DVDs etc. must be checked for viruses, regardless 
of the origin. If a virus is suspected, the IT manager must 
be notified immediately. 

18.  Reporting: Security incidents and suspicion of security 
incidents must be reported to the IT manager and your 
immediate superior.  

19.  If I am hosting visitors who will be working on/with 
VID’s equipment, I am responsible, in cooperation with 
the visitor, for making sure that the agreement of 
confidentiality is accepted (signed) and that the Security 
Policy is complied with.  

  20. Entrance card, keys and pin- codes are personal and 
must be stored in a safe place, inaccessible to others. 



 
10.  Primarily, Internet should only be used as a tool in 

connection with my working situation. For security 
reasons, all internet activity may be logged. 

  21.  Sanctions: Violations to the above may result in 
sanctions, cf. the University’s Security Policy. 

 
 
 
 

I have read and I accept the content 
of these regulations. I understand 
that I can be held responsible for 
violating the rules and that I can be 
held liable for such violations which 
may also be considered a breach of 
my employment terms.    

Your signature approves the IT 
regulations at any given time. The 
latest version is available in the 
Quality system. The University has 
a responsibility to inform you of 
essential changes. Discrepancies 
must be immediately reported to 
the IT manager.  

Name (Block 
capitals):________________________ 

Place:___________________, 
(date):__________ 

Signature: 

 
  



 

INFORMATION SECURITY POLICY 
 
VID Specialized University (VID) is obligated to secure and maintain confidentiality, integrity, and 
accessibility for all physical information and technical resources in the institution to ensure that 
business-, regulations- and contracts requirements are met.  
 
The superior objectives for VID’s information security is as follows: 

• Ensure compliance with current laws, regulations and provisions. 
• Maintain requirements of confidentiality, integrity and accessibility for VID’s employees, students 

and other users. 
• Establish controls to protect VID’s information and information systems against theft, misuse and 

other damage and loss. 
• Motivate the management and the employees to maintain responsibility for, ownership to and 

knowledge of the information security, in order to reduce the risk of security incidents (deviation). 
• Ensure that VID is capable of continuing its services in the event of any major security incidents.  
• Ensure the maintenance of privacy protection. 
• Ensure accessibility and reliability of network infrastructure and services provided and operated by 

VID’s IT supplier. 
• Adhere to methods of international information security standards, including ISO/IEC 27001. 
• Ensure that external service providers comply with VID’s needs and information security 

requirements. 
• Ensure flexibility and an acceptable security level for access to information systems outside of 

VID’s area. 
 
 

Security strategy 
VID’s current business strategy and risk management framework is the leader in identifying, assessing, 
evaluating and controlling information-related risks through the establishment and maintenance of the 
information security policy. 
 
The information security policy with underlying and supplementary documents shall maintain the information 
security. In order to secure VID’s operation in the event of serious incidents, VID must ensure available 
continuity plans, back-up procedures, protection against hostile code and malicious activities, access control 
of systems and information, exception management and reporting.   
 
The term information security is associated with the following basic terms: 

• Confidentiality: An assurance that only authorized individuals have access to the information. 
Integrity: An assurance that the information is complete, accurate and valid and a result of 
authorized and controlled activities. 

• Accessibility: An assurance that a service meets certain stability requirements in order for current 
information to be accessible to authorized individuals on demand. 

 
Among the most critical aspects supporting VID’s operations are accessibility and reliability for network, 
infrastructure and services. VID practises openness and public access, but will choose confidentiality over 
accessibility and integrity in given situations.  
 
All users of VID’s information systems are obligated to adhere to this information security policy. Thus, violation 
of the policy and security requirements will be considered a breach of trust between the user and VID and may 
have consequences for the terms of employment- or agreement. 
 
 
 

(sign.) 
Ingunn Moser, Rector 

 


